The AI Social Contract Index 2020

Russia
National Strategy for Artificial Intelligence
Russian president Vladimir Putin famously said, in a 2017 address
to students in Moscow, “Artificial intelligence is the future not only of
Russia but of all of mankind. There are huge opportunities, but also threats
that are difficult to foresee today. Whoever becomes the leader in this sphere
will become the ruler of the world.”700 Putin then stated that it is better to
avoid a monopoly on the sector and promised that if Russia became the
leader in developing AI, then Russia will share their technology with the
rest of the world, just as they share their atomic and nuclear technology
today.
Russia's national strategy for Artificial Intelligence (AI) was
announced in October 2019.701 This strategy defines the goals and primary
objectives of the development of artificial intelligence in the Russian
Federation, as well as the measures aimed at its use for the purpose of
protecting national interests and implementing strategic national priorities,
including those in the field of scientific and technological development.
The goals of the development of AI in the Russian Federation
include the improvement of the well-being and quality of life of its
population, national security and rule of law, and sustainable
competitiveness of the Russian economy, including leading positions the
world over in the field of AI. The primary objectives of the Russian
development of AI are to support scientific AI research, engineering AI
software development, data quality, hardware availability, qualified
personnel and integrated system to extend Russian artificial intelligence
technology market.
In the strategy, the basic principles of the development and use of
artificial intelligence technologies include the protection of human rights
and liberties, security, transparency, technological sovereignty, innovation
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cycle integrity, reasonable thrift, and support for competition in the field of
artificial intelligence.
The use of AI technologies in sectors of the economy supports the
efficiency of planning, forecasting, and management decision-making
processes; the automation of routine production operations; the use of selfcontained intelligent equipment, robotic systems, and intelligent logistic
management systems; the improvement of employee safety during the
performance of business processes; an increase in the loyalty and
satisfaction of customers, and; the optimization of the personnel selection
and training processes.
The use of AI technologies in the social sphere facilitates the
creation of conditions that favor the improvement of the standard of living
of the population including an increase in the quality of healthcare services;
the improvement of the quality of education services, and; the improvement
of the quality of the provision of public and municipal services, as well as
the reduction of the cost of their provision.
Digital Economy in Russia
Russian government has put high priority and already achieved
some remarkable accomplishments in the Digital Transformation. A key
strategic objective formulated by its leadership in the May 2018 Presidential
Decree (The Decree on the National Goals and Strategic National
Development Tasks of the Russian Federation until 2024)702 is that
policymakers must build on the country's traditional industrial strengths,
develop new technology processes for fast implementation in all the main
competitive domains and continuously tackle any obstacles.703
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AI Strategy for Russian start-up
Russia aims to increase the start-up ecosystem and many companies
have been helped by the traditional hard science education in the country.704
This report breaks down the importance of Artificial Intelligence in Russian
startups, with a large number of startups active in AI as a logical result of
Russia's big AI talent pool, taking over 16% of the market. Moreover, the
report provides case studies of the top AI industries in Russia, along with
the application of AI in Russia and how Russia has moved up to the ladder,
aiming to be a leading global startup venue by 2030.
Russia has enormous potential for start-up development. The most
appropriate and easy way to implement new start-ups in the Russian
Federation is to become an individual entrepreneur. Citizens may
participate in entrepreneurship without having to set up a legal entity once
they are registered as an individual contractor. The simple method for
registering and controlling the activity of individual contractors is the
perfect start-up for fresh participants in the market.705
According to A.T. Kearney, there are approximately 1,000 digital
start-ups in Russia every year. Market specialists estimate that
approximately half of these are promising projects, about 20% of which are
safe in Russia from risk capitalists, company angels, friends and family.
Another 1 to 2% go abroad for funding. Of the approximately 100 Russianfunded start-ups that are still in the country, around 50% are viable and 10
have become extremely successful, prosperous and increasing firms.
AI Policy in Russia
In January 2019, Russian President Vladimir Putin had approved
a list of instructions706 following the meeting of the supervisory board of the
Agency for Strategic Initiatives, which included the instruction to the
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Russian government to create a national AI strategy. A draft version of a
national AI strategy, developed by the country’s largest bank – Sberbank,
was announced September 2019.707
According to the Future of Life Institute,708 several projects helped
pave the way for a domestic approach throughout 2018. In March 2018, for
example, a conference was organised by the Russian Defense Ministry,
Education and Science Ministry and the Academy for Science on AI issues
and alternatives and a 10-point AI development plan in Russia was
subsequently published. The plan involves the establishment of an AI and
Big Data Consortium among academic and industrial organisations; The
development of a fund to assist provide knowledge on automated systems;
Increased state aid to AI education and training; The establishment of an AI
laboratory at the leading technological university; The establishment of a
national AI R&D center.
Digital Rights Law and AI Regulation
According to the OECD, Russia’s Digital Rights Law, which came
into force in October 2019 and introduced several new legal concepts,
including digital rights, e-transactions, smart contracts, and big data.709 The
law aimed to enable the development of an efficient legal framework of
digital economy in Russia, reflecting current digital technologies and
challenges including big data and AI.
Russia’s draft legal framework AI Technologies and Robotics aims
to establish a legal framework for the development of AI technologies and
robotics in Russia and eliminate excessive legal barriers. The initiative aims
to give guidance for regulators and is under the responsibility of the
Ministry of Economic Development.710

707

First draft of Russian AI strategy,
https://www.defenseone.com/technology/2019/09/whats-russias-national-aistrategy/159740/
708
Future of Life, AI Policy – Russia (Feb. 2020), https://futureoflife.org/ai-policy-russia/
709
Government of Russia, Official Internet Portal for Legal Information, Federal Law of
18.03.2019 No. 34-FZ "On Amendments to Parts One, Two and Article 1124 of Part
Three of the Civil Code of the Russian Federation [GT],
http://publication.pravo.gov.ru/Document/View/0001201903180027
710

http://sk.ru/foundation/legal/p/11.aspx;https://economy.gov.ru/material/directions/gosuda

193

The AI Social Contract Index 2020
Facial Recognition Controversy
Russia is moving rapidly to deploy AI-based face surveillance
across the country, often with government funding that goes to business
associates of President Putin. According to the Moscow Times, more than
43,000 Russian schools will be equipped with facial recognition cameras
ominously named “Orwell.”711 The system will be integrated with face
recognition developed by NTechLab, a subsidiary of Russian President
Vladimir Putin’s associate Sergei Chemezov’s Rostec conglomerate.
NTechLab has already deployed facial recognition technology in Moscow
to identify criminal suspects across a network of almost 200,000
surveillance cameras. “Critics have accused the technology of violating
citizens' privacy and have staged protests against the system by painting
their faces,” reported Moscow Times.
In September 2020, Kommersant daily reported that CCTV cameras
with facial recognition software, already used in Moscow, will be installed
by the regional authorities in public spaces and at the entryway of apartment
buildings in 10 pilot cities across Russia with the purported aim of
protecting public safety.712 Moscow authorities are also planning to expand
the use of this technology, installing CCTV cameras with facial recognition
software in trams and underground trains.713
Human Rights Watch said “The authorities’ intention to expand the
use of invasive technology across the country causes serious concern over
the potential threat to privacy. Russia’s track record of rights violations
means that the authorities should be prepared to answer tough questions to
prove they are not are undermining people’s rights by pretending to protect
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public safety.”714 HRW also stated that Russian national security laws and
surveillance practices enable law enforcement agencies to access practically
any data in the name of protecting public safety.
Earlier in the year, Amnesty International criticized Russia’s plans
to broaden the use of widespread facial-recognition systems, saying their
expected deployment during public gatherings will “inevitably have a
chilling effect” on protesters.715
Data Protection
There are many laws in Russia that regulate the processing of
personal data, including the Constitution of the Russian Federation, The
Council of Europe Convention 108, and federal law.716 The Law on Personal
Data of 2006 is the most comprehensive federal law and sets out broad
rights and responsibilities associated with the collection and use of personal
data.717 The Roskomnadzor, Russia’s data protection agency, interprets the
federal law and brings enforcement actions.718
Russia is also moving to update and expand its national data
protection law.719 A draft law on the Protection of Consumer Rights would
limit the ability of companies to collect personal data from consumers,
unless there is a legal basis or the data is necessary for the transaction. A
proposed law in the Duma would expand penalties for breach of personal
data confidentiality and infringement of personal data anonymization rules.
And the Supreme Court of Russia ruled this summer that the personal data
of a Russian citizen posted by the Whois Privacy Corporation, based in the
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Bahamas, without consent is subject to legal action under the Russian Civil
Procedure Code.
Algorithmic Transparency
Russia is a member of the Council of Europe and ratified
Convention 108 regarding the automated process of personal data in 2013.720
Russia has not yet ratified the modernized Privacy Convention, which
includes a broad provision regarding algorithm transparency.721 Russian
data protection law does broadly provide rights of access and transparency
to the data subject.722
OECD/G20 AI Principles
Russia, a member of the G20, endorsed the G20 AI Principles at the
G20 Ministerial in 2019.723 According to the OECD, many of the G20 AI
Principles are addressed in the Russia AI Strategy.
Human Rights
Russia is a signatory to the Universal Declaration of Human Rights.
Russia is a member of the Council of Europe and ratified the original
Convention 108. However, Russia’s derogation from the Council of Europe
Convention on Human Rights remains controversial.724 And a recent
decision from the European Court of Human Rights, Zakharov v. Russia,
found that Russia’s legislation on surveillance “does not provide for
adequate and effective guarantees against arbitrariness and the risk of
abuse.”725
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Freedom House gives Russia low marks for political rights and civil
liberties.726 According to Freedom House, “Power in Russia’s authoritarian
political system is concentrated in the hands of President Vladimir Putin.
With loyalist security forces, a subservient judiciary, a controlled media
environment, and a legislature consisting of a ruling party and pliable
opposition factions, the Kremlin is able to manipulate elections and
suppress genuine dissent. Rampant corruption facilitates shifting links
among bureaucrats and organized crime groups.”
Evaluation
Russia’s development of a National AI Strategy, endorsement of the
G20 AI Principles, its efforts to develop laws for digital rights and
regulation for AI, as well as initiatives to involve the public in the
development of AI policy count favorably. But beyond data protection
legislation, the absence of robust measures to limit surveillance and protect
human rights, coupled with the rapid adoption of facial recognition in public
places raise concerns about the future of Russia’s AI program.
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