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Welcome to the latest CAIDP Update, where we provide updates on Al policy and
CAIDP's continued advocacy work.

Prominent computer scientists have renewed their call for the governance of Al. At a
recent meeting of the Trade and Technology Council (TTC), the US and the EU
collaborated on a shared Al strategy. China has released new Al Security
Guidelines, while Australia is promoting safe Al development through discussion

papers.

The Japanese Personal Information Protection Commission issued a data collection
warning to OpenAl. The Federal Trade Commission has charged Ring with privacy
and security breaches. Meanwhile, Rwanda has approved a National Al Policy,

marking progress in Al regulation and innovation.

CAIDP continues to spearhead Al governance and promote transatlantic
cooperation. CAIDP President Merve Hickok was in Strasbourg for negotiations on
the Council of Europe Al Treaty. We have also launched new Public Voice
resources to encourage public comments on opportunities at several US agencies.
And we welcome the founder of Encode Justice Sneha Revanur to our summer
intern program.

Stay with us for more updates on Al policy and CAIDP's advocacy work.

Al POLICY NEWS

Industry Leaders Sound the Alarm: Al @A)
&
Poses an Imminent Risk of Extinction Center for Al Safety

The Center for Al Safety, a non-profit
organization, has released a single- I —— T
sentence statement that reads, " Aexperts,joumatsts,poicymakers, and th public re
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Mitigating the risk of extinction from Al should be a global priority alongside other
societal-scale risks such as pandemics and nuclear war." The open letter carrying
this message has been endorsed by executives, researchers, and engineers in the
Al field, including figures such as Geoffrey Hinton, Yoshua Bengio, and Stuart
Russell.

U.S. and EU Advance Joint Strategy on
Al at TTC Meeting

At the fourth Ministerial meeting of the
Trade and Technology Council (TTC),
U.S. and EU leaders committed to an

enhanced partnership on Al. They agreed

to a risk-based approach for Al's evolution, focusing on trustworthy, responsible
technologies that respect human rights and shared democratic values. The meeting
underscored the potential of Al in catalyzing prosperity and equity and discussed a
joint roadmap for Al risk management. Special emphasis was placed on generative
Al's opportunities and risks. Additionally, three expert groups were launched to aid
in the evaluation and measurement tools for trustworthy Al. EU tech chief Margrethe
Vestager said she believed a draft code of conduct on Al could be drawn up within
weeks, allowing industry to commit to a final proposal "very, very soon".

CAIDP, EU-US Trade and Technology Council

China’s TC260 Unveils Al Security P LR
Guidelines AN
China's National Information Security A Q

Standardization Technical Committee '
(TC260) has introduced the "White Paper

on Atrtificial Intelligence Security

Standardization (2023 Edition). Compiled by 20 groups, including the China
Electronics Standardization Institute, the document surveys the current landscape of
Al technology and application development, highlights emerging security risks, and
evaluates international Al security policies and standards. The white paper lays out
recommendations for future Al security standardization, seeking to regulate and
guide this pivotal sector. Concurrently, TC260 is soliciting public feedback on its
draft "Information Security Technology - Al Computing Platform Security
Framework," which delineates security elements for Al platforms. Public
submissions are open until July 14, 2023.
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Australia Steps Up Safe Al Development

Australia's Minister for Industry and .
Science affirmed the government's el G overmimcal
Department of Industry,

commitment to ensure the growth of Al Siees N Ruessecs
technologies is safe and responsible. The

government released two discussion

papers: "Safe and Responsible Al in Australia," which evaluates current Al
regulatory frameworks and proposes ways to strengthen them, and the "Rapid
Response Report on Generative Al," a scientific analysis on Al's potential risks and
opportunities. These efforts are geared towards initiating informed discussions on
effective safeguards for the use of these emerging technologies.

CAIDP, Al Frameworks

Al Policy: Did You Know?

The U.S. Comment Process Promotes Citizen Participation

U.S. federal law creates many different opportunities for public comment, from
simple Requests for Information (RFI) to formal Notice of Proposed Rulemaking
(NPRM). These procedures are intended to promote public participation in the
activities of government. The government is expected to consider carefully the
proposals it receives. The government does not need to follow all of the
recommendations, but it is expected to provide “reasoned responses.” In the_ Al and
Democratic Values Index, CAIDP rates national Al practices based, in part, on

whether there is a meaningful opportunity for public comment on Al policies. In early
editions, we criticized the U.S. National Security Commission on Al for secretive
decision-making, but we reported improvements in our most recent edition with new
efforts to engage the public.

Japanese Privacy Watchdog Cautions ' w

OpenAl on Sensitive User Data
Collection C h atG PT

Japan privacy watchdog warns ChatGPT maker OpenAl on data
collection

Information Protection Commission AT S

Reuters reports that Japan's Personal

issued a warning to OpenAl, creator of
the ChatGPT , regarding the collection of sensitive data without explicit user
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consent. The privacy watchdog urged OpenAl to limit the sensitive data used for
machine learning, stating potential further action may be taken should concerns
persist. This announcement comes amidst global regulatory efforts to establish rules
governing generative Al, which can produce text and images. Despite OpenAl's
recent considerations to exit the EU due to stringent regulations, CEO Sam Altman
reassured no such plans are currently in place.

CAIDP, In the Matter of OpenAl (FTC 2023)

FTC Says Ring Employees lllegally
Surveilled Customers

FEDERAL TRADE COMMISSION

PROTECTING AMERICA'S CONSUMERS

The Federal Trade Commission (FTC)
has charged Amazon-owned security

camera company, Ring, with failing to
protect customers' privacy and security.
The FTC says Ring deceived its customers by failing to restrict access to its
customers’ videos, and using customer videos to train algorithms. The FTC also said
Ring failed to take any steps until January 2018 to adequately notify customers or
obtain their consent for extensive human review of customers’ private video
recordings for various purposes, including training algorithms. Ring will be required
to delete data products such as data, models, and algorithms derived from videos it

unlawfully reviewed.

CAIDP, In the Matter of OpenAl (FTC 2023)

Rwanda's Cabinet Approves National Al

Policy
Announcement

According to The Future Society, The
Rwandan Cabinet has approved a
National Al Policy, crafted in conjunction
with private sector, academic, and civil
society contributors. Coordinated by Rwanda's Ministry of ICT and the Rwanda
Utilities Regulatory Authority, the policy was finalized after numerous workshops and
expert interviews. The policy's passage, announced by the Prime Minister's office in
April 2023, is a significant step in Rwanda's Al regulation and innovation landscape.

CAIDP, Al Frameworks

Join the movement & empower the Al policy
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change-makers

You can make a significant impact in inspiring, empowering, and connecting Al
policy change-makers worldwide to address the most pressing and critical
challenges of our time.

Your contribution enables free Al policy training for future leaders in 60+ countries,
Al & Democratic Values Index report, weekly updates on global Al policy news, and
CAIDP's engagement with policymakers worldwide.

P payPal

Need help with your donation? Contact us at fundraising@caidp.org

CAIDP is a registered non-profit organization, incorporated in Washington, DC
Tax ID: 86-3350258

CAIDP ACTIONS

Furthering Al Governance through

Transatlantic Cooperatlon The U.S.-EU Trade and Technology Council
is addressing issues ranging from
Before the TTC meeting, CAIDP made a  [iiotiiomsiishantats

s global trade to
significant call, urging top trade * supply chain:security.

negotiators from the U.S. and Europe to
prioritize the governance of Al in their
discussions. The meeting held last week achieved considerable progress and
manifested a lucid understanding of the dual potential and risks associated with Al,
particularly in the realm of generative Al. They demonstrated a clear understanding
of the need for responsible, trustworthy technologies rooted in democratic values
and human rights.

With the establishment of expert groups to evaluate Al trustworthiness, a stronger
foundation for public participation is emerging. CAIDP therefore encourages the
inclusion of diverse stakeholders in these groups, ensuring a more comprehensive
understanding of Al's societal impact and ensuring that Al benefits all.

Lastly, we emphasize the necessity to further curb the use of facial recognition for
mass surveillance. While not directly addressed at the TTC, this issue remains a
priority for upholding democratic values and human rights. We call on the U.S. and
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EU to commit to this issue as they advance their Al strategy. This will ensure the
development of Al respects privacy rights, thereby building trust and social
acceptance.Overall, CAIDP applauds the TTC's progress but insists on maintaining
momentum, focusing on fairness, transparency, and inclusive participation.

CAIDP, EU-US Trade and Technology Council

CAIDP Launches US Public Voice LB Lc N S !®  Rescurces
Campaign NTIA Al Donate
Accountability
As the Biden Administration has (US 2023
announced several new requests for OSTP Al
Strategy (US

public comment, CAIDP has launched a I
campaign to encourage public

participation. In the Public Voice section of the CAIDP website, resource pages are
now available for comment opportunities at the National Telecommunications and
Information Administration (NTIA), Office of Science and Technology Policy (OSTP),
and the President's Council of Advisors for Science and Technology (PCAST).
CAIDP provides details about the comment opportunities and advice for

commentators.

#fairness #accountability
#transparency #Alguardrails

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

#OpenThelnvestigation
CAIDP.org/cases/OpenAl

CAIDP Urges Transatlantic Commitment
to Protect Human Rights in Al Policy

CAIDP continues its unwavering
commitment to Al policy advocacy on a
transatlantic level, striving to safeguard

core human rights, uphold democratic
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values, and enforce the rule of law. Merve Hickok, the President of CAIDP, recently
concluded her participation in CPDP Conferences and the European Parliament.
During these events, she underscored the imperative role of policymakers in both
the European Union and the United States in honoring their pre-existing obligations
to protect these essential human rights.

Hickok's endeavors shed light on the paramount importance of campaigns like the
#UniversalGuidelinesForAl, which exemplify the indispensable steps required for
fostering responsible Al practices. Committed to this cause, CAIDP persistently
advocates for the formulation and implementation of stringent Al policies on both
sides of the Atlantic. Just last week, the city of Strasbourg was the venue for another
plenary meeting of the Council of Europe Al Convention, a testament to the
significance of this continually unfolding event. Remaining ardently involved in this
legally binding international convention, CAIDP acknowledges the unequivocal need
for robust protections in the realm of Al.

AND DEMOCRATIX

VALUES
INDEX

A Deep Dive through CAIDP's AIDV: Austria

The Austrian Al strategy, unveiled in late 2021, aligns with the broader objectives of
the EU strategy by emphasizing both excellence in Al and the protection of
fundamental rights. Austria has placed a strong emphasis on public participation in
shaping the national Al strategy and seeks guidance from the Austrian Council on
Robotics and Atrtificial Intelligence, which highlights the significance of human-centric
Al. However, with the discontinuation of this council, it remains uncertain how and
when it will be replaced. Despite not being a member of the Global Partnership on
Al, Austria holds a notable position in terms of safeguarding traditional human rights
and actively participates in OECD activities.

In July 2022, Austria ratified the Modernized Convention 108 of the Council of
Europe, which includes a crucial provision regarding algorithmic transparency. This
step aims to eliminate any doubts in the future regarding the extent to which the right
to algorithmic transparency should be applied. The true impact of Austria's
endorsement of the UNESCO Recommendation on the Ethics of Al is yet to be
observed in practice. However, concerns persist regarding the use of Al techniques
for facial surveillance and predictive policing, calling for continued scrutiny and
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oversight in these areas.

Al POLICY CLINICS

Advance Your Career in Al Policy with CAIDP's Comprehensive Certification
Program!

e Certification programs include requirements for research, writing, and policy
analysis.

e Our intensive, interdisciplinary Al policy clinics go even further, teaching you
the skills you need to succeed as a leader in the field.

e From Al history to current issues and institutions, regulation and policy
frameworks, and research methods, we cover it all.

¢ Join the Inclusive Community of Al Policy Professionals at the GAIDP Al
Policy Clinics! Our free, empowering program is designed to help you
succeed.

e For our Spring 2023 cohort, we had over 250 participants, representing more
than 60 nationalities.

Applications for the Fall 2023 Research semester is now closed. Thank you to all
who applied.

GLOBAL ACADEMIC NETWORK (GAN)

Eleni Kosta is full Professor of Technology Law

and Human Rights at the Tilburg Institute for Law, '
Technology and Society (TILT, Tilburg University,
the Netherlands). Eleni is conducting research on
human rights with a focus on privacy and data
protection, specialising in electronic

communications and new technologies. She has

been involved in numerous EU research projects.

This week, CAIDP is delighted to welcome Sneha
Revanur into our 2023 summer intern program.
Sneha is the founder of Encode Justice, a global,
youth-powered movement for human-centered
artificial intelligence, composed of 600 students
from 40 countries. Encode Justice led the effort
on the Youth Open Letter on Al Risks, which
called for the inclusion of young voices in Al

policy.
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Artificial Intelligence “Godfathers” Call for
Regulation as Rights Groups Warn Al
Encodes Oppression

During a discussion on Democracy Now!,

Tawana Petty, Max Tegmark and Yoshua
Bengio grappled with the divide in Al
policy discourse: the immediate, tangible impacts of algorithmic bias versus long-
term existential risks. Advocates insist more dialogues like this are urgently needed
to help bridge these differing perspectives.

Opinion: We’ve reached a turning point
with Al, expert says

We have reached a turning point with Al,
Prof. Stuart Russell from UC Berkeley
tells CNN, as Al tools like ChatGPT
generate both excitement and fear

worldwide. While Al offers prospects of revolutionizing healthcare, education, and
arts, it also presents significant risks. Understanding these tools and ensuring
control remains a daunting task. Russell warns of potential misuse and humans
becoming overly dependent on technology, which could result in catastrophic
consequences.

Al POLICY EVENTS

e Committee on Atrtificial Intelligence Plenary meeting, Council of Europe,
Strasbourg, September 13-15, 2023
e Global Privacy Assembly, Bermuda,October 15-20, 2023
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	China’s TC260 Unveils AI Security Guidelines
	China's National Information Security Standardization Technical Committee (TC260) has introduced the "White Paper on Artificial Intelligence Security Standardization (2023 Edition). Compiled by 20 groups, including the China Electronics Standardization Institute, the document surveys the current landscape of AI technology and application development, highlights emerging security risks, and evaluates international AI security policies and standards. The white paper lays out recommendations for future AI security standardization, seeking to regulate and guide this pivotal sector. Concurrently, TC260 is soliciting public feedback on its draft "Information Security Technology - AI Computing Platform Security Framework," which delineates security elements for AI platforms. Public submissions are open until July 14, 2023.
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	Australia Steps Up Safe AI Development
	Australia's Minister for Industry and Science affirmed the government's commitment to ensure the growth of AI technologies is safe and responsible. The government released two discussion papers: "Safe and Responsible AI in Australia," which evaluates current AI regulatory frameworks and proposes ways to strengthen them, and the "Rapid Response Report on Generative AI," a scientific analysis on AI's potential risks and opportunities. These efforts are geared towards initiating informed discussions on effective safeguards for the use of these emerging technologies.
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	The U.S. Comment Process Promotes Citizen Participation
	U.S. federal law creates many different opportunities for public comment, from simple Requests for Information (RFI) to formal Notice of Proposed Rulemaking (NPRM). These procedures are intended to promote public participation in the activities of government. The government is expected to consider carefully the proposals it receives. The government does not need to follow all of the recommendations, but it is expected to provide “reasoned responses.” In the AI and Democratic Values Index, CAIDP rates national AI practices based, in part, on whether there is a meaningful opportunity for public comment on AI policies. In early editions, we criticized the U.S. National Security Commission on AI for secretive decision-making, but we reported improvements in our most recent edition with new efforts to engage the public.
	Japanese Privacy Watchdog Cautions OpenAI on Sensitive User Data Collection
	Reuters reports that Japan's Personal Information Protection Commission issued a warning to OpenAI, creator of the ChatGPT , regarding the collection of sensitive data without explicit user consent. The privacy watchdog urged OpenAI to limit the sensitive data used for machine learning, stating potential further action may be taken should concerns persist. This announcement comes amidst global regulatory efforts to establish rules governing generative AI, which can produce text and images. Despite OpenAI's recent considerations to exit the EU due to stringent regulations, CEO Sam Altman reassured no such plans are currently in place.
	CAIDP, In the Matter of OpenAI (FTC 2023)
	FTC Says Ring Employees Illegally Surveilled Customers
	The Federal Trade Commission (FTC) has charged Amazon-owned security camera company, Ring, with failing to protect customers' privacy and security. The FTC says Ring deceived its customers by failing to restrict access to its customers’ videos, and using customer videos to train algorithms. The FTC also said Ring failed to take any steps until January 2018 to adequately notify customers or obtain their consent for extensive human review of customers’ private video recordings for various purposes, including training algorithms. Ring will be required to delete data products such as data, models, and algorithms derived from videos it unlawfully reviewed.
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	Rwanda's Cabinet Approves National AI Policy
	According to The Future Society, The Rwandan Cabinet has approved a National AI Policy, crafted in conjunction with private sector, academic, and civil society contributors. Coordinated by Rwanda's Ministry of ICT and the Rwanda Utilities Regulatory Authority, the policy was finalized after numerous workshops and expert interviews. The policy's passage, announced by the Prime Minister's office in April 2023, is a significant step in Rwanda's AI regulation and innovation landscape.
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	You can make a significant impact in inspiring, empowering, and connecting AI policy change-makers worldwide to address the most pressing and critical challenges of our time.
	Your contribution enables free AI policy training for future leaders in 60+ countries, AI & Democratic Values Index report, weekly updates on global AI policy news, and CAIDP's engagement with policymakers worldwide.
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	Furthering AI Governance through Transatlantic Cooperation
	Before the TTC meeting, CAIDP made a significant call, urging top trade negotiators from the U.S. and Europe to prioritize the governance of AI in their discussions. The meeting held last week achieved considerable progress and manifested a lucid understanding of the dual potential and risks associated with AI, particularly in the realm of generative AI. They demonstrated a clear understanding of the need for responsible, trustworthy technologies rooted in democratic values and human rights.
	With the establishment of expert groups to evaluate AI trustworthiness, a stronger foundation for public participation is emerging. CAIDP therefore encourages the inclusion of diverse stakeholders in these groups, ensuring a more comprehensive understanding of AI's societal impact and ensuring that AI benefits all.
	Lastly, we emphasize the necessity to further curb the use of facial recognition for mass surveillance. While not directly addressed at the TTC, this issue remains a priority for upholding democratic values and human rights. We call on the U.S. and EU to commit to this issue as they advance their AI strategy. This will ensure the development of AI respects privacy rights, thereby building trust and social acceptance.Overall, CAIDP applauds the TTC's progress but insists on maintaining momentum, focusing on fairness, transparency, and inclusive participation.
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	CAIDP Launches US Public Voice Campaign
	As the Biden Administration has announced several new requests for public comment, CAIDP has launched a campaign to encourage public participation. In the Public Voice section of the CAIDP website, resource pages are now available for comment opportunities at the National Telecommunications and Information Administration (NTIA), Office of Science and Technology Policy (OSTP), and the President's Council of Advisors for Science and Technology (PCAST). CAIDP provides details about the comment opportunities and advice for commentators.
	CAIDP Urges Transatlantic Commitment to Protect Human Rights in AI Policy
	CAIDP continues its unwavering commitment to AI policy advocacy on a transatlantic level, striving to safeguard core human rights, uphold democratic values, and enforce the rule of law. Merve Hickok, the President of CAIDP, recently concluded her participation in CPDP Conferences and the European Parliament. During these events, she underscored the imperative role of policymakers in both the European Union and the United States in honoring their pre-existing obligations to protect these essential human rights.
	Hickok's endeavors shed light on the paramount importance of campaigns like the #UniversalGuidelinesForAI, which exemplify the indispensable steps required for fostering responsible AI practices. Committed to this cause, CAIDP persistently advocates for the formulation and implementation of stringent AI policies on both sides of the Atlantic. Just last week, the city of Strasbourg was the venue for another plenary meeting of the Council of Europe AI Convention, a testament to the significance of this continually unfolding event. Remaining ardently involved in this legally binding international convention, CAIDP acknowledges the unequivocal need for robust protections in the realm of AI.
	A Deep Dive through CAIDP's AIDV: Austria
	The Austrian AI strategy, unveiled in late 2021, aligns with the broader objectives of the EU strategy by emphasizing both excellence in AI and the protection of fundamental rights. Austria has placed a strong emphasis on public participation in shaping the national AI strategy and seeks guidance from the Austrian Council on Robotics and Artificial Intelligence, which highlights the significance of human-centric AI. However, with the discontinuation of this council, it remains uncertain how and when it will be replaced. Despite not being a member of the Global Partnership on AI, Austria holds a notable position in terms of safeguarding traditional human rights and actively participates in OECD activities.
	In July 2022, Austria ratified the Modernized Convention 108 of the Council of Europe, which includes a crucial provision regarding algorithmic transparency. This step aims to eliminate any doubts in the future regarding the extent to which the right to algorithmic transparency should be applied. The true impact of Austria's endorsement of the UNESCO Recommendation on the Ethics of AI is yet to be observed in practice. However, concerns persist regarding the use of AI techniques for facial surveillance and predictive policing, calling for continued scrutiny and oversight in these areas.
	Advance Your Career in AI Policy with CAIDP's Comprehensive Certification Program!
	Applications for the Fall 2023 Research semester is now closed. Thank you to all who applied.
	Eleni Kosta is full Professor of Technology Law and Human Rights at the Tilburg Institute for Law, Technology and Society (TILT, Tilburg University, the Netherlands). Eleni is conducting research on human rights with a focus on privacy and data protection, specialising in electronic communications and new technologies. She has been involved in numerous EU research projects.
	This week, CAIDP is delighted to welcome Sneha Revanur into our 2023 summer intern program. Sneha is the founder of Encode Justice, a global, youth-powered movement for human-centered artificial intelligence, composed of 600 students from 40 countries. Encode Justice led the effort on the Youth Open Letter on AI Risks, which called for the inclusion of young voices in AI policy.
	Artificial Intelligence “Godfathers” Call for Regulation as Rights Groups Warn AI Encodes Oppression
	During a discussion on Democracy Now!, Tawana Petty, Max Tegmark and Yoshua Bengio grappled with the divide in AI policy discourse: the immediate, tangible impacts of algorithmic bias versus long-term existential risks. Advocates insist more dialogues like this are urgently needed to help bridge these differing perspectives.
	Opinion: We’ve reached a turning point with AI, expert says
	We have reached a turning point with AI, Prof. Stuart Russell from UC Berkeley tells CNN, as AI tools like ChatGPT generate both excitement and fear worldwide. While AI offers prospects of revolutionizing healthcare, education, and arts, it also presents significant risks. Understanding these tools and ensuring control remains a daunting task. Russell warns of potential misuse and humans becoming overly dependent on technology, which could result in catastrophic consequences.

