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Welcome to the latest CAIDP Update, where we provide updates on Al policy and
CAIDP's continued advocacy work.

As the race for Al dominance accelerates, the regulatory approaches countries
adopt will leave an indelible mark on the future of technology and society. Professor
Anu Bradford explores this in an article for Foreign Policy. UNESCO and the
European Commission formed a partnership to strengthen Al ethics worldwide. Back
in the U.S., a new era of international cooperation commenced as the nation
rejoined UNESCO, indicating a renewed focus on global Al ethics standards.

Moving east, Greece enacted a robust Al and tech governance law aimed at digital
governance and privacy rights. In the far east, Singapore's Cyber Landscape report
underscored Al's role as a key cyber threat in 2023.

On the corporate side, the EU is paving the way for a data-driven society following a
provisional agreement on the 'Data Act'. Concurrently, an OECD report highlighted
Al's potential in accelerating scientific research and promoting worldwide growth
opportunities.

At CAIDP, our commitment to molding the Al policy landscape remains steadfast.
We advised Pakistan on Al Policy. We've also advocated for all-encompassing Al
governance measures, providing a robust response to the UK's Al Whitepaper.
Moreover, we've reasserted our prior call for a Federal Trade Commission
investigation into OpenAl, a request strengthened by recent events.

Stay with us for more updates on Al policy and CAIDP's advocacy work.
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Regulate Al MIESSM CAIDP Conversations
EU regulatory power: the Brussels Effect

In the current issue of Foreign Policy,

Professor Anu Bradford explores three
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Regulate Technology." Professor Bradford is also the author of the influential
"Brussels Effect: How the European Union Rules the World" (Oxford 2020), in which
she describes how EU legislation shapes the global marketplace.

Professor Bradford explains that as the race for Al dominance heats up, "how states
choose to govern artificial intelligence will have a profound impact on the future of
technology and society.” She suggests that the United States may abandon its
techno-libertarian approach and embrace Al regulation, aligning itself closer with the
EU. "The United States has repeatedly stressed its desire to partner with the EU and
other democratic allies to promote norms that are consistent with civil rights and
democratic values and to consolidate a united democratic front against China and its
digital authoritarian allies,” Bradford concludes, in the coming years, “there will be
clear winners and losers not only in the race to develop Al technologies but also in
the competition among the regulatory approaches that govern those technologies."

UNESCO, EU Strengthen Ties to Boost
Al Ethics Worldwide

UNESCO and the European Commission
have forged a partnership to expedite the
UNESCO Recommendation on the Ethics
of Artificial Intelligence. The agreement

provides €4 million to assist developing nations in establishing national legislation
built on UNESCO's Al ethics recommendation. Amid increasing concerns over
generative Al, this collaboration seeks to support lower-income countries in creating
comprehensive Al strategies and regulations. The partnership will also fund
UNESCO’s new “Al Ethics Experts without Borders” initiative and an annual global

forum to facilitate dialogue on ethical Al practices.
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U.S. Rejoins UNESCO, Bolstering Global
Al Ethics Endeavor
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In a move signaling a new dawn for
international cooperation, the United
States has rejoined UNESCO, winning an
overwhelming endorsement from the

organization's 193 member states during
a special session of the General
Conference. This decision, which includes a U.S. commitment to settle an estimated
$619 million in back payments, revitalizes not only UNESCO but also the broader
pursuit of establishing global Al ethics standards. The U.S. and UNESCO cite the
ethical dimensions of Al as a pivotal area of focus moving forward. CAIDP, a
staunch advocate of the UNESCO Recommendation on Al Ethics, has long urged
the United States to reestablish its ties with UNESCO and intensify collaborative
efforts in this essential domain.
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Greece Enacts Al and Tech Governance

Law

Greece's Law on emerging information

technology and communication

technologies, aimed at strengthening

digital governance and privacy rights, came into effect. The Law mandates
increased transparency and accountability in the public sector's use Al systems,
requiring detailed public disclosures and algorithmic impact assessments before
implementation. In the private sector, organizations using Al in decision-making
processes impacting employees must provide sufficient information, highlighting a
commitment to fairness and non-discrimination. Additionally, the Law includes
stipulations for the Internet of Things (loT) devices, emphasizing robust
cybersecurity measures, and establishes several committees to oversee the
implementation of a National Al Strategy.
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have reached a provisional agreement on the 'Data Act,' harmonizing rules on fair
access to and utilization of data. The act seeks to level the digital playing field,
ensuring fair value allocation from data, promoting competitive data markets, and
boosting data-driven innovation. The legislation also aims to give individuals and
businesses greater control over their data, enabling easier provider switching and
safeguarding against unlawful data transfers. In addition to reinforcing rights to data
generated by smart devices, the act includes provisions for public sector bodies to
access and use privately-held data in emergencies or for public interest tasks.
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Al Policy: Did You Know?
The UNESCO Recommendation on Al Ethics

UNESCO produced the first-ever global standard on Al ethics — the
‘Recommendation on the Ethics of Artificial Intelligence’ in November 2021. This
framework was adopted by all 193 Member States. The protection of human rights
and dignity is the cornerstone of the Recommendation, based on the advancement
of fundamental principles such as transparency and fairness, always remembering
the importance of human oversight of Al systems. However, what makes the
Recommendation exceptionally applicable are its extensive Policy Action Areas,
which allow policymakers to translate the core values and principles into action with
respect to data governance, environment and ecosystems, gender, education and

research, and health and social well-being, among many other spheres.

Singapore's Cyber Landscape Report
Warns of Al-Driven Risks

The Cyber Security Agency of Singapore
(CSA) has released the Singapore Cyber

Landscape 2022 report, detailing the rise

in phishing attempts and emphasizing

artificial intelligence (Al) as a key cyber threat in 2023. The report reveals a
significant increase in phishing attempts, doubling from 3,100 in 2021 to 8,500 in
2022, with the majority targeting the banking and financial sectors. Crucially, the
report underscores the role of Al in cyber threats, with future risks predicted to come
from advanced technologies used by third parties to impersonate top executives,
leading to potential account takeovers and business fraud. The CSA warns that
financial pressures and shrinking cybersecurity budgets may contribute to these
escalating threats.
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Al Boosts Science, Offers Global Growth
Opportunities: OECD Report

The latest OECD report asserts that rapid
advancements in Al are unlocking new

possibilities in scientific research and
might be the key to increasing
productivity in the field. Al is positioned as a game changer, helping OECD countries
meet a variety of global challenges, from climate change to emerging diseases. The
publication, written for a wide audience, explores the present and future uses of Al in
scientific research, and underlines the need for policies that enhance Al's benefits
while adapting to its evolving implications for research governance. Additionally, it
calls for efforts to foster the incorporation of Al into research endeavors in
developing countries.

CAIDP, Al Frameworks

Join the movement & empower the Al policy
change-makers

You can make a significant impact in inspiring, empowering, and connecting Al
policy change-makers worldwide to address the most pressing and critical
challenges of our time.

Your contribution enables free Al policy training for future leaders in 60+ countries,
Al & Democratic Values Index report, weekly updates on global Al policy news, and
CAIDP's engagement with policymakers worldwide.

P payPal

Need help with your donation? Contact us at fundraising @ caidp.org

CAIDP is a registered non-profit organization, incorporated in Washington, DC
Tax ID: 86-3350258
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CAIDP Advises Pakistan on Al Policy

: : . : INFORMATION TECHNOLOGY
CAIDP issued a statement to Pakistan's Wbl ¢ TELECOMMUNICATION

Ministry of Information Technology and
Telecommunication (MolTT), advocating DIGITAL PAKISTAN

www.moitt.gov.pk

for the careful regulation of Al

technologies. While commending

MolITT's pledge to ethical and responsible Al, CAIDP asserts the critical need for a
human-centric framework and strict safeguards against digital surveillance. The
center flags potential human rights abuses, warning that unregulated Al systems
could facilitate institutional repression in Pakistan. By integrating human dignity,
democratic values, and international human rights commitments into its Al policies,

MoITT can counter these risks, CAIDP suggests.

CAIDP Calis for Robust Al Governance
in Response to UK Al White Paper I l ' . I

In response to the consultation on the UK ' l .
Al White paper, CAIDP has reiterated its
call for an independent Al oversight

agency, legal rights to algorithmic Digital Policy
transparency, and a registry of high-risk

Center for Al and

Al systems. CAIDP also urges the prioritization of public participation in Al
policymaking. The organization strongly recommends that the UK adopt three
principles from the Universal Guidelines for Al, the OECD Al Principles, and
UNESCO Recommendations on the Ethics of Al, namely, the Right to Human
Determination, Termination Obligation, and Principle of Traceability. CAIDP also
endorses the UNESCO Recommendations on Ethics of Al, calling for independent
oversight mechanisms for Al systems. Furthermore, CAIDP has advocated for the
alignment of the UK's Al regulations with the G7 Minister’s action plan for
responsible Al, a comprehensive international treaty for Al, and measures to protect
consumers, businesses, and the commercial marketplace.
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FTC Probe into OpenAl Urgently Needed Amid Emerging Legal Challenges

In light of recent developments, OpenAl's attempts to soften regulatory constraints
in the EU become increasingly fraught. The Al firm is now entangled in a class-
action lawsuit lodged by a California law firm, Clarkson, arguing the company's use
of web-scraped data egregiously violates the rights of millions of internet users. This
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https://clarksonlawfirm.com/togetheronai/

lawsuit further amplifies the urgency for the United States Federal Trade
Commission (FTC) to investigate OpenAl's practices, a call to action we initiated in
March. The need for such scrutiny is amplified considering OpenAl's influence on
industry giants like Microsoft, potentially encouraging similar practices. In essence,
this case emphasizes the necessity for the FTC probe and highlights the growing
importance of robust, comprehensive Al regulations to protect privacy rights and
ensure fair use of data.

#fairness #accountability
#transparency #Alguardrails

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

#OpenThelnvestigation
CAIDP.org/cases/OpenAl

CAIDP's Hickok Spearheads Crucial Al Governance Dialogue at CPDP

CPDP is an annual three-day conference devoted to privacy and data
protection.You can view the video by clicking on the corresponding image below or
here.



https://www.youtube.com/watch?v=FkJBv9aNvoU

A Deep Dive through CAIDP's AIDV: Belgium

Belgium, in 2022, rolled out a national artificial intelligence (Al) strategy aimed at
aligning the country's regional Al strategies with common objectives and anchored
strongly in ethics, reflecting the OECD Al principles. The country has made strides
towards realizing these objectives, with initiatives like the establishment of an Al
Observatory, an Al self-assessment tool, and a commitment to not using lethal
autonomous weapons in local armed forces. Furthermore, Belgium is a member of
the Global Partnership for Al, which seeks to boost global cooperation on Al
research. While the strategy encompasses all of the OECD Al principles, it does not
specifically cite the OECD as its foundation. However, it remains to be seen how
Belgium’s endorsement of the UNESCO Recommendation on the Ethics of Al will
manifest practically. Simultaneously, ongoing concerns over a draft legislation that
might limit the Data Protection Authority's independence raise questions over the
governance and oversight of the Al applications.

Al POLICY CLINICS

Advance Your Career in Al Policy with CAIDP's Comprehensive Certification
Program!

o Certification programs include requirements for research, writing, and policy
analysis.

e Our intensive, interdisciplinary Al policy clinics go even further, teaching you
the skills you need to succeed as a leader in the field.

e From Al history to current issues and institutions, regulation and policy
frameworks, and research methods, we cover it all.

e Join the Inclusive Community of Al Policy Professionals at the GAIDP Al
Policy Clinics! Our free, empowering program is designed to help you
succeed.

e For our Spring 2023 cohort, we had over 250 participants, representing more
than 60 nationalities.

Applications for the Fall 2023 Research semester is now closed. Thank you to all
who applied.

Al POLICY EVENTS


https://www.caidp.org/global-academic-network/ai-policy-clinic/

Digital Humanism Summit, Vienna, July 3-5, 2023

Committee on Artificial Intelligence Plenary meeting, Council of Europe,
Strasbourg, September 13-15, 2023

CAIDP, Universal Guidelines for Al Year 5, October 5, 2023

Global Privacy Assembly, Bermuda,October 15-20, 2023
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	AI Policy: Did You Know?
	The UNESCO Recommendation on AI Ethics
	UNESCO produced the first-ever global standard on AI ethics – the ‘Recommendation on the Ethics of Artificial Intelligence’ in November 2021. This framework was adopted by all 193 Member States. The protection of human rights and dignity is the cornerstone of the Recommendation, based on the advancement of fundamental principles such as transparency and fairness, always remembering the importance of human oversight of AI systems. However, what makes the Recommendation exceptionally applicable are its extensive Policy Action Areas, which allow policymakers to translate the core values and principles into action with respect to data governance, environment and ecosystems, gender, education and research, and health and social well-being, among many other spheres.
	Singapore's Cyber Landscape Report Warns of AI-Driven Risks
	The Cyber Security Agency of Singapore (CSA) has released the Singapore Cyber Landscape 2022 report, detailing the rise in phishing attempts and emphasizing artificial intelligence (AI) as a key cyber threat in 2023. The report reveals a significant increase in phishing attempts, doubling from 3,100 in 2021 to 8,500 in 2022, with the majority targeting the banking and financial sectors. Crucially, the report underscores the role of AI in cyber threats, with future risks predicted to come from advanced technologies used by third parties to impersonate top executives, leading to potential account takeovers and business fraud. The CSA warns that financial pressures and shrinking cybersecurity budgets may contribute to these escalating threats.
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	AI Boosts Science, Offers Global Growth Opportunities: OECD Report
	The latest OECD report asserts that rapid advancements in AI are unlocking new possibilities in scientific research and might be the key to increasing productivity in the field. AI is positioned as a game changer, helping OECD countries meet a variety of global challenges, from climate change to emerging diseases. The publication, written for a wide audience, explores the present and future uses of AI in scientific research, and underlines the need for policies that enhance AI's benefits while adapting to its evolving implications for research governance. Additionally, it calls for efforts to foster the incorporation of AI into research endeavors in developing countries.
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	Join the movement & empower the AI policy change-makers
	You can make a significant impact in inspiring, empowering, and connecting AI policy change-makers worldwide to address the most pressing and critical challenges of our time.
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	CAIDP Advises Pakistan on AI Policy
	CAIDP issued a statement to Pakistan's Ministry of Information Technology and Telecommunication (MoITT), advocating for the careful regulation of AI technologies. While commending MoITT's pledge to ethical and responsible AI, CAIDP asserts the critical need for a human-centric framework and strict safeguards against digital surveillance. The center flags potential human rights abuses, warning that unregulated AI systems could facilitate institutional repression in Pakistan. By integrating human dignity, democratic values, and international human rights commitments into its AI policies, MoITT can counter these risks, CAIDP suggests.
	CAIDP Calls for Robust AI Governance in Response to UK AI White Paper
	In response to the consultation on the UK AI White paper, CAIDP has reiterated its call for an independent AI oversight agency, legal rights to algorithmic transparency, and a registry of high-risk AI systems. CAIDP also urges the prioritization of public participation in AI policymaking. The organization strongly recommends that the UK adopt three principles from the Universal Guidelines for AI, the OECD AI Principles, and UNESCO Recommendations on the Ethics of AI, namely, the Right to Human Determination, Termination Obligation, and Principle of Traceability. CAIDP also endorses the UNESCO Recommendations on Ethics of AI, calling for independent oversight mechanisms for AI systems. Furthermore, CAIDP has advocated for the alignment of the UK's AI regulations with the G7 Minister’s action plan for responsible AI, a comprehensive international treaty for AI, and measures to protect consumers, businesses, and the commercial marketplace.
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	FTC Probe into OpenAI Urgently Needed Amid Emerging Legal Challenges
	In light of recent developments, OpenAI's attempts to soften regulatory constraints in the EU become increasingly fraught. The AI firm is now entangled in a class-action lawsuit lodged by a California law firm, Clarkson, arguing the company's use of web-scraped data egregiously violates the rights of millions of internet users. This lawsuit further amplifies the urgency for the United States Federal Trade Commission (FTC) to investigate OpenAI's practices, a call to action we initiated in March. The need for such scrutiny is amplified considering OpenAI's influence on industry giants like Microsoft, potentially encouraging similar practices. In essence, this case emphasizes the necessity for the FTC probe and highlights the growing importance of robust, comprehensive AI regulations to protect privacy rights and ensure fair use of data.
	CAIDP's Hickok Spearheads Crucial AI Governance Dialogue at CPDP
	CPDP is an annual three-day conference devoted to privacy and data protection.You can view the video by clicking on the corresponding image below or here.
	A Deep Dive through CAIDP's AIDV: Belgium
	Belgium, in 2022, rolled out a national artificial intelligence (AI) strategy aimed at aligning the country's regional AI strategies with common objectives and anchored strongly in ethics, reflecting the OECD AI principles. The country has made strides towards realizing these objectives, with initiatives like the establishment of an AI Observatory, an AI self-assessment tool, and a commitment to not using lethal autonomous weapons in local armed forces. Furthermore, Belgium is a member of the Global Partnership for AI, which seeks to boost global cooperation on AI research. While the strategy encompasses all of the OECD AI principles, it does not specifically cite the OECD as its foundation. However, it remains to be seen how Belgium’s endorsement of the UNESCO Recommendation on the Ethics of AI will manifest practically. Simultaneously, ongoing concerns over a draft legislation that might limit the Data Protection Authority's independence raise questions over the governance and oversight of the AI applications.
	Advance Your Career in AI Policy with CAIDP's Comprehensive Certification Program!
	Applications for the Fall 2023 Research semester is now closed. Thank you to all who applied.

